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10GbE Comes of Age

Introduction

The IEEE standard for 10 Gigabit Ethernet (L0GbE) network technolagissatified over ten years

ago, and vendors have been shipping products for over a decade now. However, use cases and
economic conditions have not been compelling enough to justify broad adoptiotil now. Both

technical and economic reasoage creaing an environment in the data center primed for 10GbE

adoption. So, will 2012 be the year for 10GbE?

Technical Drivers

Virtualization: Virtual machine adoption is growing
rapidly, with estimates as high as 40% and many analysts
citing that virtual server shipments now exceed physical
servers. Whatevethe real number is, it is safe to say that
adoption of server virtualization has reached the
mainstream market. And these servers supporting virtual
machines require the increases in bandwidth to satisfy th
incremental /O necessary to support multipledted
applications. As virtual machine density continues to
increase on the server, 10GbE becomes more attractive.

For many years, and for many organizations, Gigabit
Ethernet (1GbE) offered enough bandwidth to satisfy the
performance requirements of mostusiness applications.
Basic file serving and support for applications like email g
databases can be supported with Gigabit Ethernet.

Server virtualization is changing the requirements for
networking, and more importantly, storage networking.
More andmore servers are being deploy&dnning virtual
operating systems, or virtual machs@/M) with Ethernet
storage protocols, whether Network Attached Storage
(NAS) protocols, such as Network File System (NFS) ano
Server Message Blo¢BMB) orCommon Intenet File
System CIFS, as well as Storage Area Network (SAN)
protocols such as Internet Small Computer System

Interface (iISCSI), or Fibre Channel over Ethernet (FCoE)

Benefits of a 10GbE
Network

By moving away from the
traditional model of separate
storage and local area
networks (SANs and LANSp

a converged.OGbEnetwork
infrastructure, you can remove
inefficiencies from your
infrastructure whileincreasing
flexibility, Benefits include

o Cutting the number of
ports, cables, and switches
by up to50%

e Reducing the physical
footprint

o Simplifyingnanagement

o Cutting operational and
capital costs

e Increasing bandwidth

And we candot forget

HTTP or

new protocol's

for

such as Cloud Data Managemertehface (CDMI). These physical servers previously running only one
application are now hosting tens of applications all in protected memory spaces, effectively increasing
the I/O bandwidth required by a factor of 10 or more. This increase in VM densaieé&ly fueling the
need for increased I/0O capacity at each server and storage device.
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Network Convergence: Another complementary trend in the data center is the consolidation of
resources. The open computing era introduced a decentralization of cormgstrces. Mainframes

were replaced with independent file servers with direct attached storage. Networked storage, such as
SANs and NAS, introduced the first new wave of resource consolidation. We have seen the second
wave introduced with server virtualigan. The third wave of consolidation seems focused on network
convergence.

Traditional SANs run on a dedicated network. As this network continues to grow, the costs to deploy

and manage begin to compete for costs and resources from the rest of thegdnization. And LANs
arendt going away. So, as Ethernet continues to
now Fibre Channel traffic with FCoE, the opportunity to consolidate both the LAN and the traditional
storage network is a reality.

But this isndt available with 1GbeE; 1GbE cannot
by technology vendors to support converged network traffic is being made with 10GbE and faster
speeds. 10GbE offers the required bandwidth for convergatfitrwhile also introducing some

significant economic benefits.

Economic Drivers

Hardware Cost : The economic challenges over the last two years have raised the priority of cost
reduction and increased efficiency for IT organizations. Solutions thaiatarincrease business
performance as well as reduce cost are in high demand. 10GbE delivers both increased performance
and economic value. Fewer adapters, fewer cables, and fewer switch ports are required to support the
same data traffic of previous geaéion products. And for some, the reduction in cabling alone is

reason to deploy 10GbE.

Not only is the added bandwidth essential to address the new requirements of server virtualization,
but with that increased bandwidth comes greater econosfitciency. Price reductions for 10GbE are
now at the point where the cost per Gigabit of bandwidth is less for 10GbE versus 1GbE. Per port
costs for 10GbE switches are dropping rapidly as demand for 10GbE is now driving volume.

Green Initiatives : Enviroimental considerations are becoming a more prominent consideration in IT
decision making. Not only is social responsibility a part of the equation, but there are some significant
economic advantages to depl oyi ng toriealy beegthee ener 06
largest consumers of energy in the data cehtand server virtualization has helped to reduce the

number of physical servers drawing power and cooling. But, the added application density comes with
increased I/0O requirements. Consaiéiting onto 10GbE from 1GbE reduces the number of adapters,
cables and switch ports required to support the same 1/O requirements. Reductions in equipment

'Source: U.S. Environment al Prot eatnidoMaA@erCeynt ®Re [Emretr gtyo
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translate into less power and cooling requirements in additional to the reduction in equipmetst cos
Fewer cables mean improved air flow and less chance of human error during setup and maintenance.

Why 2012 is a big year

Romley Platform: The latest Intel server and workstation platforms, the I@e{eon® processor E5
family, launched March 2012 will also significantly help drive broad adoption of 10GbE in 2012. The
Intel Xeonprocessor E5 family introduces three major advancements to facilitate high bandwidth and
low latency Ethernet traffic underthemb r el | a name, oIl nt el I ntegrated
interface is, for the first time, on the processor itself rather than on a separate 1/0 Hub. This

eliminates a bottleneck and a hop over the QPI bus for Ethernet data to get to and from the

processor. Second, the E5 family leads the industry in implementing PCI Express® 3.0, which doubles
the bandwidth per pin compared to PCl Express 2.0. Two channels of 10GbE will run no faster on
PCle3 than on PCle2. But PCle3 will support four channel&bE or one channel of 40GbE on a

single PCle x8 connection. Lastly, the E5 introduces Intel Data Direct 1/0 (DDIO), a radical re
architecting of the flow of 1/0 data in the processor with tremendous benefits for Ethernet traffic in
terms of increased badwidth and lower latency. There are platform benefits as well in terms of lower
power consumption.

The easiest way to understand Data Direct |/ O i
previously handled I/0. Once upon a time, when the firstqgassors were designed with chisels on

tablets, processor caches were very small and hence, a scarce resource. Also, I/O data was relatively
slow. Given that context, the right way to handle Ethernet traffic was fbledwork Interface Card

(NIC) to Direct Memory AccessIPMA) blocks of 1/0 data to and from main memory. The processor

then could access that data when required with minimal impact on cache resources. But the world has
changed. The E5 processors have-lasel caches as large as 20MB.

The innovation of Intel Data Direct I/O is to allow Ethernet NICs and controllers to talk directly to

t he pr oc degescachévstholit a detour to main memory in either direction. Coherency

al gorithms dondt ¢ hangel/Odata\wits DDIQisin thetlalstevel cathe e 0 g o
rather than main memory. It is the elimination of this detour to main memory that underlies the
bandwidth and latency benefits of DDIO. With the previous generation of processors, th®Intel

Xeon® processor 00 family, the maximum internal 1/O bandwidth is about 70 Gbps, according to

Intel testing. With the E5 family, Intel has measured internal 1/0O bandwidth of 250 Gbps, over three
times more headroom than the earlier generation. The&l XeonES5 family wth DDIO can effectively

do packet processing for the first time and will be used in network appliances and telecomm
applications previously requiring specialized p
haltround-trip latency by about a mrosecond. This will be especially attractive in the financial

services industry. All these new capabilities in the Intel E5 family will help facilitate the broad

deployment of 10GbE in 2012.

PCle 3.0: With the PCle 3.0 standard now released, supporpdducts will continue to hit the
market throughout 2012. PCle 3.0 is the latest generation 1/0O bus standard and offers twice the 1/0
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bandwidth of the previous specification or 8Gbps per lane per direction. Coupled with next generation
server processorshe increased bandwidth of PCle 3.0 provides the needed bandwidth to support the
I/O capabilities of 10GbE networkas an example,-&anes of PCle 3.0 can support up to 128 Gb/s of
total bidirectional bandwidth, over three times the total amount of barttv of a 2port 10GbE NIC.

The bandwidth of 18anes would be able to support almost 2x the bandwidth of two 40GbE ports.

All of this additional bandwidth and processing power and memory will enable next generation servers
to support higher quantities ofMs, all of which contribute to increased 1/O throughput at the server.

10GBASE-T: Vendors have been shipping 10GbE controllers and NICs for ten years. 10GbE
technology has now penetrated 4i%6% of the Ethernet connections in the data center. 2012hwill

the year the ramp of 10GbE really takes off, triggered in no small part by the second and third
generations of lower power, smaller, and cooler 10GBASIEhe interface technology that uses the

familiar R415 jack and lowcost Categories 6 and 6a tviesd pair cables. Most 10GbE connections

today use thgSmall ForrFactor Pluggabl§)F P+ o6 Di rect Connect 6 cabl es.
however, has limitations. The cables are restricted to 7m and are relatively expensive compared to

Cat 6a twisted pair.TheseDirect Attach (DA) cables must be purchased in fixed lengths from DA

cable vendors. Most important, they require a new connector that must be supported on all switches
connected to the 10GbE adapters, and that connector is not backward compatiblewi 1 Gb4E 6 s R J
jack. 10GbE with SFP+ does not easily integrate into a data center with 1GbE already broadly

depl oyed. T h a tT@@neswrh eBecauselstiBiRAtTEsSuUpport 10GBASEN also

support 1GbE, data center administrators can dedO%bE in an evolutionary manner based on

changing requirements.

10GBASH supports run lengths as long as 100m using Cat 6a cables. The system administrator can
cut and crimp the cables to the lengths requir@at substantially lower costs. 10GBASBas been

tested to deliver the reliability and low bit error rates required by specifications. All major switch
vendors now have 10GBASEswitches in production. We are also beginning to see the first
production of singleehip 10GBASH adapter silicondriving lower power requirements and lower

prices than the twechip Physical LayePHY) andMedia Access ControlMAC) 10GBASH adapter
solutions from earlier designs. Server OEMs will be deploying 10GBA®&adly in 2012 which is
another factor makng 2012 a transformational year for 10GbE.

Expanded LOM : Traditionally, server OEMs have offered their customers Ethernet technology in
three forms. The customer can purchase PCI Exp(@s3Sle)Ethernet Network Interface Cards
(NICs). Or the customer an purchase Ethernet delivered by an integrated circuit soldered to the

serverodos motherboard called OLAN on Mot herboard
Et hernet options available via a mezzwthblade or 0
servers where a PCle card woul dnodt fit. The di

expensive compared to LOM. Beginning in 2012, we have seen server OEMs introduce a fourth option
which coul d be c advereendos Wil have ditietert nain€sNbr and S
implementations of flexible LOM. But the idea is to simplify and-oeditice the traditional daughter

card. The goal is to be able to provide the option of 10GbE at L-{iXd costs.
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Adapter Virtualization
With the widespread adoption of server virtualization, several technologies are being developed to
partition or virtualize network adapter ports to fully utilize the 10GbE bandwidth.

NIC Partitioning

With NIC partitioning, multiple NIC functions are created for each physical port. These functions are
equivalent to unique physical devices so there is no requirement for new virtualization capabilities in
operating systems or hypervisors.

As an examplea 10GbE adapter port with four NIC functions would be similar to a gpad 1GbE
adapter, and also provide key benefits that include fewer cables and switch ports, more total
bandwidth (10Gb vs. 4Gb) and the ability to allocate bandwidth as neededhof@action. One of
the partitions can be an iISCSI or FCoE function with adapters that support networked storage.

Single Root I/O Virtualization (SR -IOV)

Single Root I/O VirtualizatiorBRIOV) is a PCI Special Interest Group (P8IIG) standard that ve&a
developed for virtualized servers. The-8R/ specificatiorallows a I/O device to appear as multiple
physical and virtual devices, using the concept of physicalidadl functions:

e Physical function (PF) i There is at least one PF for each physiaat pn an adapter. The
key differentiation is PFs have full configuration capabilities. They are associated with the
hypervisor and can be managed like physical devices.

e Virtual function (VF) i VFs are associated with VMs and are limited to processing I/O
sr eams, basically moving data. They dondét su
number of supported VFs will vary and will likely center around 64 VFs per physical adapter.

With SRIOV, VFscan beassignedlirectly to VMs bypassing the 1/O overhéan the hypervisor This
allows one adapter port, switch port and cable to support mafsas if they had direct access to a
physical devicdf appropriate, multiple VFs can be assigned to one VM. For example, a VM could be
assigned VFs from each phgsport of a two-port adapter for high availability.

For received I/O, the server core that is assigned to the VM and its associated VFs executes all of the
processing forapackesther eds no need to interrupt coheres th
enhance perf or man c dghe samé RF-Gcan bdpeotessedeby thevaBapter mging an
internal Layer 2 switch, eliminating routing through a physical swkidlally, SROV is compatible with
migration of running VMs.

SRIOV requires suppd by suppliers of adapters, switchasd hypervisors. It also requires
management toolor the serverto fully enable robussolutions. SROV is currently supported with
Kernel Virtual Machine (KVM) in Red Hat Enterprise Linux 6 and Ss&&tpriselinux 11 (and later).
Microsoft has announced support for $8&V Windows Server 2012 HypeY. Other hypervisor
providers are expected to announce $BV support.
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Data Center Bridging (DCB) Enhancements made to the Ethernet protocol, collectively refetae

as Data Center Bridging (DCB), enable support of FCoE and converged data storage traffic over a
shared Ethernet wire. These enhancements offer the ability to allocate bandwidth as well as improve
management of traffic flow to ensure lossless transmissharacteristics. The most commonly

deployed enhancements are Enhanced Transmission Selection and #asety Flow Control. Data
Center Bridging Exchange (DCBX) ovenk Layer Discovery ProtocoL{DB), is implemented with

DCB to facilitate discoverand configuration of features enabled between endpoints.

Enhanced Transmission Selection (ETS) as defined in the IEEE 802.1Qaz standard facilitates the
allocation of Ethernet bandwidth into 8 virtual lanes which can each be assigned a minimum amount of
bandwidth. If the overall bandwidth of the wire is not being fully used, individual lanes can consume
excess bandwidth until needed by the other lanes assigned. ETS allows IT administrators to ensure
minimum performance levels for specified applications.

Priority-based Flow Control (PFC) improves flow control on a shared wire by incorporating a PAUSE
mechanism assigned to each virtual lane to limit data flow during times of heavy traffic. Rather than
using the TCP method of dropping packets and retransngitPFC pauses traffic until the receiving
gueues can clear to receive additional data. Given that the Fibre Channel protocol expects a lossless
medium, the PFC mechanism is used to satisfy FCoE traffic requirements.

Disruption of Flash Technology

The availability of solid state devices based on NAND flash technology is dramatically changing the
performance and efficiency dynamics of storage systems. As a new price/performance tier between
Dynamic Random Access MemdiyRAM) and Hard Disk Drives (HDD)flash can offer between 10

and 100 times the speed of HDD at one quarter the price of DRAM. As flash is increasingly integrated
into the storage layer, there will be implementation options based on specific workload requirements.
For workloads which reque every read and write 1O to be extremely fast, it is possible to configure
storage arrays which consist entirely of flash technology with many terabytes of solid state disk drives
(SSD). For most workloads, however, flash will provide a suitable complaamé&IDDs whereby

caching algorithms will allow most high performaigeut/Output Operations per Second@P$ to

be serviced from flash. The caching approach will yield maximum overall efficiency. With caching
approaches, the benefits of flash will Mgstpply to random read and write operations. Write through
and write back caching techniques will be deployed but it will be important to support the write back
model with protection schemes such BRAID to ensure that no data loss occurd.hese fasterterage
systems increase the need for 10GbE.

Cloud Services

Cloud demands bandwidth, especially network bandwidth. Traditiondddded access to selected

parts of files is often replaced by complete object retrieval in a cloud environment; for instance, a
request for a virtual machine (VM) image may requiretth@smission of hundreds of MB to many

GBs worth of data in a single request. Full motion video (FMV) objects are very large indeed, and must
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be streamed efficiently (and even copied several times to edge servers) if the end user experience is to
be aceptable.

These cloud storage demands make 40GbE very attractive indeed, as botted&ta backbone for
private cloud and cloud storage vendors, but also further out beyond the-ciatger to the network

edge. And while bandwidth relief may be a goodsmafor investing in 40GbE, the effect of reduced

|l atency mustndt be -basedstpomadgetioeatoutdosped applicatonsrsuchas! o u d
databases is made practical otlee WAN by the reduction in latency that 40GbE brings.

What do the projecti ons look like?

With all of these reasons to deploy 10GbE in the data center, should we expect to see rapid adoption
in the second half of 20127 If you were to ask most technology vendors, the answer would be a pretty
strong oOyesoO. HobeloeerManywfdhe reasons to deploy d 0GbEhhave existed

for over a year. However, the rate of adoption has been slower than many predicted. But that may be
changing.

Ethernet Switch Attach Rate on Servers

Gigabit Ethernet

10 Gigabit Ethernet 40 Gigabit Ethernet

Percent of Server Shipments

Source: Dell 60ro Group Ethernet Switch J

Although most accept that adoption will increase2idl2, not everyone thinks 2012 will be the break

out year . Depending how you interpret the data,
2013 may in fact be the great year for 10GbE. However, in order to hit the market share numbers for
2013, adption rates better be pretty brisk before exiting 2@. So, perhaps both the vendor

community and the analyst community are right? Regardiehse t her we decl are 201
year for 10GbEG6, the requir e méeitnhd pteceaaraquitkly falng i t s
into place to enable rapid adoption of 10GbE moving forward.
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